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INSTRUCTIONS
  This question paper comprises 3 (three) pages (including this cover page)
  Answer ALL questions
  Mark each answer correctly and answer entire questions contiguously - if this is not possible, 
clearly indicate that your answer continues later in the assessment script
  Write clearly and legibly - marks will not be awarded if the lecturer is unable to make sense of 
what has been written
  Keep answers relevant to the course content, specifically, keep your answers to COMPUTER 
FORENSICS, and NOT wet forensics - note that most questions require that you support 
your answer with background knowledge (use the mark allocation to determine whether you will 
need to support your answers)
  Take note of the marks allocated for each question - it is highly advised that a minimum of x 
facts is provided if the question is out of x marks.
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Question 1: Essay
In order to keep up with cybercrime, digital investigators too, must evolve and refine their methods. While the 
scientific community has done much to produce novel tools and techniques, there is the argument that such 
contributions are academic in nature and do not necessarily reflect the “real world”.
In the form of an essay, discuss whether you agree or disagree with the above argument by including the 
following aspects in your argument:
• An overview of the case/incident resolution process - you may use a diagram to AID you in your discussion.
• Casey and Palmer proposed an investigative process model depicting the various categories as a flight of 
stairs - using the overview of the case/incident resolution process, show whether you believe that this process 
model can be regarded as an effective approach to conducting a digital investigation. Again, you may use a 
diagram to AID you in your discussion.
Please note that this is an essay. Attempt to ensure that the above topics of your essay are linked together. Marks 
will be awarded as follows:
a) Discussion on: Case/incident resolution process (9)
b) Discussion on: Casey and Palmer’s investigative process model (9)
c) Discussion on: Linking Casey and Palmer’s investigative process model to the case/incident resolution 
process
(5)
d) Structure or essay, including the introduction and conclusion (2)
[25]
Question 2: Admissibility of Evidence
a) Name the five issues that must be considered when assessing whether digital evidence will be 
admitted.
(5)
b) With reference to the FBI versus Apple case, assume that the FBI are successful in getting Apple to 
“unlock” the iPhone (and all iPhones of suspects after that in the future) - discuss which issues may 
or may not be endangered when considering the admissibility of the phone as evidence. Be sure to 
elaborate on why.
(5)
[10]
Question 3: Legal Aspects
a) Briefly explain why the US legal system presents a challenge to prosecuting cybercrime at times. (2)
b) Name three examples of acts that would classify as cybercrime according to the ECT Act here in 
South Africa.
(3)
[5]
Question 4: Preserving the Digital Crime Scene
a) What is meant by live forensics? Discuss how you would preserve data in such a situation. (7)
b) Various approaches to preserving digital evidence exist. What are the implications for adopting the 
following strategies?
i) Select files from original hard drive
ii) Original hard drive
iii) Relevant portions of files from original hard drive.
(3)
[10]
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Question 5: Equivocal Forensic Analysis
a) Discuss the concept of reconstruction, with reference to the three types of reconstruction. (10)
[10]
Question 6: Alibi
a) Discuss the investigation of digital evidence as alibi. What cautions should you take when 
investigating digital evidence in this regard?
(5)
[5]
Question 7: Computer Basics for Digital Investigators
a) Explain how file carving works. (3)
b) In theory, a skilled individual could take advantage of the way files are stored on a disk. Using a 
diagram, explain the various locations that one could hide data on a disk with a single partition.
(5)
c) Solid-State Drives (SSDs) have become increasingly popular due to their speed. However, it presents 
different disadvantages to a forensic investigator and a person wishing to hide data on such a drive. 
Briefly explain how a SSD drive works and how this creates the disadvantage for both the forensic 
investigator, and the person wanting to get rid of their incriminating evidence.
(4)
d) With the aid of a diagram, explain the difference between bitstream copying and regular copying. (3)
[15]
Question 8: Mobile Forensics
a) What challenges exist with investigating mobile devices? (2)
b) What information can be obtained from a SIM card? (5)
c) Provide a flowchart detailing how a mobile device should be handled when being taken in as evidence. (3)
[10]
Question 9: Recent Developments in Digital Forensics
During the course of this module, you learnt that technological advancements do not pick a side. As 
such, new techniques and tools can either help or hinder a digital investigator in their pursuit of the 
truth. Discuss the recent developments in one of the following areas:
• The cloud
• Anti-forensics
• Machine learning
• Illicit networks
• Privacy
• Big data 
(10)
[10]
THE END
